Korma oTkpelBaeTe cantT MHTepHeT-BaHka , IOpexie 4YeM HauaThb paborarh, ybemmrTecsh,
4TO ajpec calTa B alpeCHOM CTpOokKe Opays3epa yKa3aH BEPHO:
https://online.icbru.ru/.

OBpamaeM BHMMaHME: ampec HOOJIKeH HaumHaTbca ¢ «https://»! CoBeryeMm Bawm
cobJionaTh Ccllenyple peKoMeHIauum npu pabore c VHTepHeT-BaHKOM:

— He pasIjlallaliTe OpyTMM CBOe MMA I[IOJIB30BATEJIA M IIapoJib BxOna B JHTepHeT-BaHK;
— HM B KOEeM CJlydYae He 3BalMCHBaNTe BHOPAHHEM BaMM [apoJib;

— He BHOMpPaMTe NapoJib BXOIa, KOTOPHEM aCCOLUMMPYEeTCS C BallMM MMeHeM, GamMuiamen
WY OPYyTVMMM I[IE€PCOHAaJIbHBMM HOAaHHEIMU MJIM MMeHeM, baMuIMel MM IPpyIUMMU
[IEPCOHAaJIbHBEIMM IOaHHEIMM BallMxX OJM3KUX;

— PeKOMeHIOyeM pas3 B MeCHdl MeHATb [IapOoJib, KOTOPHIM ABJIAETCHA KOMOMHALMEM 4YuUceJl U
OyKB (OOJBUIMX UM MaJIEeHBKUX) ;

— M3MEeHUTe I[apOoJib Ha IOPyIroM, €CJaM y BaC BO3HUKIM [IONO3PEHUHA, UYTO KTO-TO €ro
y3HaJ;

— He BEHICBUIAMTE [0 3JIEKTPOHHOM [OUTe MIOeHTUOMKALMOHHBE IaHHBE JHTepHeT-BaHKa;
— He OTBeualTe Ha 3JIEKTPOHHEE IMCbMa C 3alpOCOM O BallMX MUIOEHTUPUKALMOHHEIX
OAaHHEIX (KO IOJIb30BaTeJsisd, I[IapoJlb, KOI IOOCTylla, HOaHHHE IacloopTa) WM OpyTou
JIMYHOM MHOQOPMalMM, KOTOPBE IIOCBUIAITCHA Kak Obl OT MMeHM OaHka. BanHk HUMKOI'IA He
3anpamyBaeT TaKylon MHOPOPpMALMIO IO IIOUTE, SJIEKTPOHHOM IouTe UM TeledoHy;

— BakoOHUMB paboTaThb B JMHTepHeT-BaHKe, BcCcerIa HaxXuMauTe KHONKY <«BBIXOI» B
IpaBOM BEpPXHEeM yIUly CTPaHMLE, 4YTOOEl BBIMTU U3 JHTepHeT-BaHKa;

— ybemurTech, YTO Ha BalleM KOMIBIOTEpPE yCTAHOBJIEHA JIMLUEH3MOHHAS OIepalMOHHAas
cucTeMa;

— ybeIuTech, UYTO AHTUBUPYC M MeXCeTeBOe YyCTPOMCTBO 3allMTH Ha BalleM KOMILITepe
JIMLEeH3MOHHEE U OOHOBJIEHEH;

— He peKOMeHIyeTcsa paboTaTb B JHTepHeT-BaHKe C NONO3PUTEJIBHEIX KOMIBITEPOB
(HanmpuMep, Ha KOMIBITEpe, Ha KOTOPOM He YCTAHOBJIEHBl aHTUBMPYC M MeXCeTeBOoe
YCTPOMCTBO 3allMTH) M C KOMIBIOTEPOB, KOTOPEE HAXOOATCA B NyOJMUYHBIX MeCTax
(HanpuMep, uHTepHeT-kKade) ;

— He OCYULeCTBJIANTEe CIEJIKM C [NONOBPUTEJLHEMMU JIMLIAMU;

— y0eIuTechb, YTO NEePCOHAJIbHEE NAHHEE KOPPEKTHB M HE BHISHBAKT NOOO3PEHUN;

— KOHTPOJIMPYMTE COCTOSHME CBOEIO CdUeTa M OCTaTKM Ha cueTe;

IPOCMOTPUTE XypHaJl CBOMX olepaumy, dToOe yOeIuTbCS, YTO HEe NPOU3BOIOUIIMUCH
OeMICTBMS, O KOTOPHX Bel He MHOOPMUPOBAHE.

B Opays3epe nojkeH OHTH BMIEH 3HAUOK «3aMouka». Hajnuume 3TOro 3HaudkKa
INOAOTBEPXOAaeT HajMuMe MHOTOCTYIEHUATOM CUCTEeMB 0e30HNaCHOCTM C NPOTOKOJIOM
SalMIIeHHOY Nepemaum naHHelXx (TLS - Transport Layer Security). Haxae Ha
n300paxeHye BaModKa, BB MOXETe NOCMOTPEThH cepTudmkaT VHTepHeT-BaHKa u
ybeIuTbCcsd, YTO HAaHHBIM CaMT, Ha KOTOPOM BB HaXOIOUTECh, INEMCTBUTEJIBHO HSBJISETCH
urepHner-BaukoMm «MK BaHk».



